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Chapter 1: Objective

The Customer Personal Information Protection Policy — For Vendor Management (this “Policy”) provides guidelines
for managing Vendor with respect to customer personal information protection. This Policy encompasses personal
information protection standards to ensure all vendors of LVMH, Watch & Jewelry(“LVMH W&J”) meet the
objectives of customer personal information protections and fulfill contractual obligations prescribed in [Customer
Personal Information Protection Agreement — For Vendor Use](the “Agreement”) under the supervision of LVMH

W&IJ.

Chapter 2: Scope

This Policy applies to LVMH China W&J departments, including Purchase Department, Business Unit, Security

Team and Legal.

Chapter 3: Definition

“Customer” means a person or organization that buys goods or services from LVMH W&J or its subsidiaries
(collectively “LVMH W&J”) as well as leaving CPI through any channels.
“Lifecycle Management” means management of CPI may involve one or more of the following situations:
collection, storage, processing, sharing, transfer, disclosure and destruction of CPI.
“Vendor” means a person or entity that provide products or services to LVMH W&J and get paid. Vendor may be
applicable in one or more of the following circumstances:

4.  “Commissioned Management of CPI”. Vendor undertakes Lifecycle Management of CPI on behalf of

LVMH W&J. LVMH W&J acts as the data controller, and vendor acts as data processor.

5. “Commissioned Development”. Vendor develops and/or operates Digital Channel for LVMH W&J.

6. “Data Co-controllers”. Refers to the definition of “Data Co-controller”.
“Personal information” means all information that is recorded electronically or by other means and can be used

solely or in combination with other information to identify a certain natural person or reflect the activities of a certain
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natural person.

Note: Personal information includes name, date of birth, ID number, personal biometric information, residential
address, contact information, communication records and content, account password, property information, credit
information, whereabouts, hotel accommodation information, health and physiological information, transaction
information, etc.

“Customer Personal Information” (“CPI”) means personal information of Customer of LVMH W&J.
The ownership of CPI belongs solely to LVMH W&J except the circumstance when LVMH W&J and Vendor are
Data Co-controller.
“Vendor Performance” means Vendor’s performance on CPI protection.
“Digital Channel” means network channels/platforms/scenarios/applications through which Vendor conduct
Lifecycle Management activities of CPI with authorization of LVMH W&J. Such as company websites, customer
digital card, Mobile APP (I0S or Android), WeChat official account, WeChat mini program, Weibo, T-mall, JD, etc.
“Data Co-controller” means Vendor acts as data controller who owns and manages the lifecycle of personal
information collected by Vendor and later transferred to LVMH W&J. Such personal information can be regarded as
CPI after the transmission to LVMH W&J, in which case LVMH W&J and Vendor become Data Co-controllers and
share the ownership of CPI.
“Security Incident” means any event impacting or likely to impact the security of CPI in terms of availability,
integrity, confidentiality and traceability.
“Data Breach” means any event leading to the accidental or unlawful destruction, loss, alteration, unauthorized

disclosure of or access to CPI. A Security Breach is a Security Incident.

Chapter 4: Governance and Responsibility

4.1 Purchase Department

Purchase Department shall be responsible for 1) participating in Vendor Admission and ensuring the qualification of

Vendor meets the requirements by LVMH W&J, 2) reviewing Vendor annual audit results and quality control.
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4.2 Business Unit

Business Unit with interaction with contracted Vendor is responsible for 1) taking charge of Vendor management, 2)
serving as the internal contact in LVMH W&J with Vendor, 3) delivering CPI protection requirements proposed by
Security Team to Vendor in time, 4) supervising and be accountable for Vendor Performance, 6) reporting Vendor’s

violation of internal information security policies and this Policy.

4.3 Security Team

Security Team is be responsible for 1) developing and maintaining information security program including CPI
protection strategy, policy and associated procedures (including this Policy), 2) developing CPI protection security
objectives and requirements for specific projects, 3)contributing to Vendor Admission from the CPI protection
perspective,4) cooperating with Vendor during the execution of the Agreement, 5) guiding and monitoring Vendor

CPI protection Performance,6)liaising with relevant external regulators when required.

4.4 Legal

Legal shall be responsible for 1) reviewing contracts/agreements with Vendor, 2) supporting execution of the

Agreement from legal compliance perspective, 3) providing legal consultation for any contractual dispute.

Chapter 5: Vendor management

5.1 Vendor Admission

In light of the overarching CPI protection strategy developed by Security Team, Security Team shall be responsible
for developing overall CPI protection objectives (e.g. intensity of control over access management of CPI, technical
measures for transfer/storage, etc.) for specific projects involving contracted Vendor, taking business scenarios and
nature of CPI to be collected, which shall be aligned with Business Unit, into account. Security Team is also

responsible for developing Vendor assessment system in line with internal Vendor security policies and formulating
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[Vendor Information Security Assessment] and checklists.
Before engaging any Vendor, Business Unit should lead CPI security impact assessment to assess and deal with
security risks in CPI processing activities. Detailed information refers to /Customer Personal Information Protection

Policy — For Employee Management].

5.1.1 Admission Assessment

During the Vendor admission stage, Purchase department and Business Unit must lead Vendor qualification
verification before placing an order or entering into a contract with any Vendor. Business Unit must fill in the
checklists from [Vendor Information Security Assessment]. The engagement risk is determined based on criteria in
relation to the confidentiality, integrity, availability and traceability requirements over Vendor.
Admission assessment results must clarify whether Vendor is capable to fulfill the CPI protection objectives
developed by Security Team and whether LVMH W&J can accept the data security risks brought by the introduction
of the Vendor. Admission assessment results must be communicated with Security Team. Security Team should
advise on Vendor admission from the CPI protection perspective, and Vendor with the following characteristics is
preferred:

e Vendor is capable to ensure the security of CPL.

e  Storage and processing of CPI within the territory of China is preferred.

e  Vendor is willing to provide dedicated resources in protecting CPI and dealing with Security Incident.
With regards to risks identified during the admission assessment, Security Team shall consider any feasible and
economical compensatory controls in order to alleviate any potential consequences brought by such risks. Such

compensatory controls will be implemented by Security Team during the execution of the Agreement with Vendor.

5.1.2 Vendor due diligence

Business Unit must work with the Purchase Department to lead due diligence of Vendor. Security Team is responsible
for planning Vendor information security due diligence as part of due diligence. Security due diligence can be
performed at the premise of Vendor by Security Team/third-party designated by Legal or Security Team. Security
due diligence can also be performed by Business Unit requesting Vendor to provide evidence according to a list of
evidence to be collected drafted by Security Team.

The content of due diligence may include but is not limited to:
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e Reputation

e  Professional experience and quality of responsible personnel

e Valid information security related certification (e.g. ISO/IEC 27001, ISO/IEC 27018, ISO/IEC

29151,security product certification)

e  Physical security for offices and facilities

e  Information security incident history

e  Violation history
Security Team may customize the content of the security due diligence according to business needs and the actual
situation of Vendor. Results of the security due diligence should be reported to Business Unit and Purchase
department. Business Unit and Purchase Department must examine the authenticity of Vendor’s qualification based
on security due diligence results along with other due diligence programs.
Additionally, if Vendor is using subcontractors to support the LVMH W&IJ relationship, LVMH W&J expects that

Vendor manages its own due diligence program to review the qualification of the subcontractor.

5.2 Agreement Award

Legal, Purchase Department, Business Unit and Security Team must review contracts and agreements with Vendor.
Participation of Legal is restricted to the discussion of the issues pertaining to legal aspects of the contract.
Security Team has drafted LVMH W&J standard Vendor CPI protection agreement template (the Agreement) for the
certain types of Vendor and recommends it for conclusion.

In the event of using LVMH W&J’s agreement template,

e  Security Team must customize the Agreement according to 1) the CPI protection objectives and
requirements for specific projects, 2) types of Vendor, 3) the actual situation of Vendor and 4)
compensatory controls to be implemented. Security Team must ensure clauses in the Agreement contain
all necessary security measures to protect the Confidentiality, Availability and Integrity of CPI.

e  Business Unit may input any business concerns related to specific clauses in the Agreement. Such business
concerns must encompass the importance of business, the importance of Vendor and nature of CPI (amount
of CPI, amount of Customers, sensitivity of CPI).

e  Any changes to the legal terms of the Agreement are subject to final approval from Legal. In addition,
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Legal must keep tracking the evolutionary personal information protection related legislation and
cooperate with Security Team in updating the Agreement as an on-going effort. Legal must ensure that the
Agreement contains all applicable protection requirements prescribed in Applicable Legislation.
If template of the Agreement is drafted by Vendor, Vendor’s template must be reviewed by Legal, Business Unit,
Security Team and Purchase Department to ensure it sets out the same rights and obligations as those set out in the
Agreement to the extent relevant, including in particular the obligation to ensure the protection of CPI, compliance
to Applicable Legislation and the right to audit. If Vendor’s template fails to do so, Legal must negotiate the foregoing
requirements with Vendor and make necessary amendments to relevant provisions.
The signing of agreements with Vendor on behalf of LVMH W& is allowable only after its approval from Legal.
Business Unit organizes the signing of the Agreement on behalf of LVMH W&J. The Agreement along with
the/Confidentiality Agreement],must be signed by Business Unit with Vendor and/or by sub-contractors of Vendor.
The terms and conditions laid down by the Agreement shall prevail over Vendor’s security documents.
Vendor lists, services provided, and contractual information must be recorded and maintained by the responsible

personnel from Security Team.

5.3 Execution of the Agreement

In order to implement the Agreement and fulfill LVMH W&J’s contractual rights, associated departments are

obligated to participate in the Lifecycle Management of CPI.
5.3.1 Collection of CPI

In the event of Commissioned Management of CPI, prior to commission collection of CPI to Vendor,

e  Business Unit must draft written approval, in consultant with Security Team, and sent it to Vendor (as part of
the Purchase Agreement, or by email or other recordable forms of transmission) to specify the authorized scope
of CPI collection (i.e. types of CPI, methods of collection, frequency of collection, purpose of collection, etc.)
which shall follow the minimum collection principle prescribed by Applicable Legislation.

e  Business Unit must also determine the core/additional business functions that require collecting CPI and specify
such information in the written approval.

e  Business Unit must send privacy policy to Vendor followed by instructions on how to release and maintain
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privacy policy on each Digital Channel. If privacy policy is updated, Business Unit must send the latest version
of privacy policy to Vendor in time.

In the event of Commissioned Management of CPI and Data Co-controller,

e  Business Unit is responsible for supervise the legitimacy of Vendor’s collection activities of CPI (e.g. whether
Vendor collects CPI out of the scope authorized by LVMH, whether Vendor purchases CPI from illegal channels)

and report any breach of the Agreement to Security Team and Legal immediately.

5.3.2 Storage of CPI

In the event of Commissioned Management of CPI,

e By default, Vendor is only allowed to store CPI within the territory of China. If storage and processing of CPI
outside the territory of China is indeed necessary, Business Unit shall issue written approval to Vendor (more
information refers to “5.3.4 Transfer of CPI” in this Policy).

e  Prior to choose LVMH W&J Ali yun cloud platform (refer to LVMH group principle)

e If vendor provides SAAS service of CPI and all the data hosting on vendor site, business unit
must request vendor to provide CPI protection policy and mechanism and certificates (e.g.
MLPS, ISO/IEC 27001, ISO/IEC 27018, ISO/IEC 29151, security product certification)

In the event of Commissioned Management of CPI and Data Co-controller,

e  Business Unit must request Vendor to provide 1) relevant documents pertaining to data security policy and
standard, 2) Identity and access management related policy, 3) lists of employees who have access to CPI, 4)
backup policy and standard, 5) records regarding every security measure implemented by Vendor to protect
stored CPI, 6) documents recording any major change to such security measures, 7) annual test and audit reports,
and 8) other materials mentioned in Clause 7 in Article 4 of the Customer Personal Information Protection
Agreement- For Vendor Use, if applicable. 9) provide CSL related to authentications. 10) access log
management mechanism

e  Security Team must review the above documents and identify any possible risks that may leads to violation of
the Agreement. Security Team should 1) propose enhanced data protection measures, which should be
communicated with Vendor by Business Unit,2) consider deploying compensatory control measures especially

for risks regarded as critical and important risks.
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5.3.3 Processing of CPI

In the event of Commissioned Management of CPI,

Business Unit must request Vendor to provide 1) CPI protection plans or policies, 2) lists of CPI protection
related roles and responsibilities, 3) contact information of Vendor’s security contact personnel, 4) CPI security
impact assessment reports, 5) records of personnel management and training, 6) incident response plans for
Security Incident,7) register of the Processing activities, 8) other materials mentioned in Clause 10-18 in Article
4 of the Agreement, if applicable.

Security Team must review the above documents and identify any possible risks that may leads to violation of
the Agreement. Security Team should consider deploying compensatory control measures especially for risks
regarded as critical and important risks.

If Vendor propose including any sub-contractors in processing CPI, Business Unit must consult Security Team
regarding any potential risks that sub-contractors may bring to processing of CPI before making decisions. If
sub-contractors have been authorized by Business Unit, contracts/agreements that set out the same rights and
obligations as those set out in the Agreement to the extent relevant must be signed by sub-contractors to govern
the processing activities by the latter. Under this circumstance, advice from Security Team and approval from
Legal must be sought. Written approval for engaging sub-contractors must be drafted by Business Unit and
send to Vendor.

When Vendor merges with a third party, is merged by a third party or is directly or indirectly controlled by a
third party, Business Unit must decide whether Commissioned Management of CPI may continue. Business
Unit must consult Security Team regarding any potential risks before making decisions. If Commissioned
Management of CPI needs to stop, Business Unit must inform Vendor immediately that the latter must not
disclose any CPI of LVMH W&J to the third party and return the CPI to LVMH W&J within the time period
defined by Business Unit or destroy permanently all CPI that Vendor may hold; If Commissioned Management
of CPI may continue, Business Unit must send written approval to Vendor and request the latter to remain
compliant to the Agreement.

In case of any actual or reasonably suspected Security Incident or Data Breach, Business Unit must 1) keep
close communication with Vendor’s security contact and report the incident to LVMH W&J management and

Security Team immediately following the internal incident response process, 2)request Vendor to follow the
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relevant clauses in the Agreement stipulating Vendor shall not inform any third party, including concerned
Customer, of any Data Breach without first obtaining prior written consent, 3) cooperate with PR team of
LVMH W&J in public disclosure related affairs, if necessary, 4) request Vendor to provide the register of
Security Incidents as per the Agreement after the incident; Security Team must 1) assign responsible personnel
from Security Team or commission third party investigation agency to conduct investigation if necessary, 2)
monitor Vendor’s remediation actions to mitigate the effects of Security Incident, 3) CISO must cooperate with
investigation and interviews of associated regulatory bodies when required; In the case where the determination
of the damage/cost caused by Security Incident is disputed, Legal and Business Unit should beinvolved in
investigations and negotiations to reduce LVMH W&J’s losses following relevant provisions of LVMH W&J’s

legal affairs on contract management.

5.3.4 Transfer of CPI

In the event of Commissioned Management of CPI,

e By default, Vendor is only allowed to keep the Lifecycle Management of CPI exclusively in the territory of
China. Should Vendor propose cross-border transfer of CPI due to Vendor’s own technology and service
concerns during the execution of Agreement, Business Unit must involve Security Team in decision-making
process to figure out whether cross-border transfer is necessary, which CPI to be transferred, any potential risks
in cross-border transfer, efc. and if not, how business would be affected if Vendor’s proposal has been denied ,ezc.
Legal is responsible for commenting on compliance issues.

e Should cross-border transfer be indeed necessary, it should conform to conditions for cross-border transfer
refers to 2.7 “International transfers of Personal Data” in Attachment V of General Service Purchase Agreement.
Prior to the cross-border transfer, Business Unit is entitled to review CPI security assessment report drafted by
Vendor and consult with Security Team before issuing written approval to Vendor.

In the event of Commissioned Management of CPI and Data Co-controller, when Vendor transfers collected or/and

stored CPI to LVMH W&J,

e  Business Unit must assign responsible personnel to collect CPI. Business Unit must ensure the secure transfer
of CPI by examining whether files sent via Email or portable storage devices have been encrypted by Vendor,

whether Vendor has adopted reliable delivery channels, whether received CPI is complete and valid.
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5.3.5 Destruction of CPI

When the storage period of CPI expires, Business Unit must ensure Vendor has stopped collecting of CPI and has
returned and/or destroyed all the CPI Vendor holds. Security Team is entitled to carry out checks to confirm whether
Vendor has fulfilled its obligation by assigning responsible personnel from Security Team in on-site audit, if

necessary; or Business Unit is entitled to request Vendor to provide evidence.

5.4 Vendor Monitoring and Evaluation

5.4.1 On-going Monitoring and Supervision

During the engagement with Vendor, Security Team is entitled to leverage their expertise in guiding and monitoring
Vendor Performance on behalf of Business Unit. Should any violation of the Agreement and Applicable Legislation
have been discovered, Security Team must immediately inform Business Unit and the latter must urge Vendor to
make corrections.

Business Unit must communicate all the CPI protection requirements to Vendor and supervising remediation actions.
Business Unit is ultimately accountable for Vendor’s compliance to the Agreement.

Legal may provide legal consultation from the compliance perspective.

In case of a contractual dispute, it shall be handled with reference to the relevant provisions of LVMH W&J’s legal

affairs on contract management.
5.4.2 Centralized Risk Management

When managing Vendor with the characteristics of institutional concentration, the frequency and intensity of
monitoring against Vendor should be enhanced to prevent negative effects on LVMH W&J’s business caused by
unexpected termination of Vendor’s services or sharp decline in service quality.

Business Unit should require Vendor with the characteristics of institutional concentration to provide LVMH W&J
with relatively dedicated resources, such as service teams, sites, systems and equipment and regularly check the
resources to ensure the timely availability of the resources.

Business Unit should keep close communication with such Vendor and request the latter to provide solid evidence

to demonstrate its compliance situation to the Agreement.
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5.4.3 Annual Audit

Business Unit must lead the annual Vendor evaluation/audit to monitor Vendor’s qualification, during which Security
Team should plan the annual CPI protection security audit for Vendor. The complexity of annual audit will depend
on the service to be fulfilled by Vendor (i.e. whether Commissioned Management of CPI, Commissioned
Development or vendor serving as Data Co-controller) and can be derived from applicable requirements under the
Agreement:

e In the event of Commissioned Management of CPI and Data Co-controller, scope of the annual audit
includes but is not limited to: policy and standard, network security, physical security, Identity and access
management, usage of information system, information transmission security;

e Inthe event of Commissioned Development, scope of the annual audit includes but is not limited to: policy
and standard, cryptography, physical security, code security, security architecture of system.

Annual audit can either be conducted by Security Team, third-party designated by Security Team or by requesting
Vendor to complete self-check in accordance with the [Vendor Annual Self-Checklist]. Meanwhile, Legal may
support the annual audit from the privacy and compliance perspective and advising on legal concerns. Annual audit
result must be able to reflect Vendor’s compliance situation with the Agreement. Annual audit results must be
recorded by Business Unit and reported to Security Team and CTO/CIO.

With respect to CPI protection risks identified in annual audit, Security Team should identify security control gaps
and provide recommendations for remediation. Accordingly, Business Unit must urge Vendor to immediate
correction actions and make sure all identified security control gaps are appropriately treated and reviewed by

Security Team.

5.5 Vendor Relations Termination

Upon termination or expiry of the Agreement (with no contract renewal), Business Unit must ensure Vendor has
stopped collecting of CPI and has returned and/or destroyed all the CPI Vendor holds. As such, Security Team is
entitled to designate responsible personnel from Security Team in any checks it deems useful to confirm whether

Vendor has fulfilled its obligation, if necessary; or Business Unit is entitled to request Vendor to provide evidence.
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Chapter 6: Applicable Legislation

This chapter outlines relevant laws, regulations, rules, national standards and guidelines applicable to the protection
of CPI, including but not limited to:
Laws
Code law of the People's Republic of China (President's Order No. 35), 26th October,2019
Amendment to Criminal Law (ix), 29th August,2015
China Cybersecurity Law, 1st June,2017
The E-Commerce Law of The People's Republic of China, Ist January, 2019
Administrative regulations
Regulations of The People's Republic of China on The Security Protection of Computer Information Systems ,
18th February,1994
Measures for Personal Information Cross-Border Transfer Security Assessment (Draft)
Regulations on Children's Personal Information Network Security Protection, stOctober, 2019
Guidelines for Internet Personal Information Security Protection, 10thApril, 2019
Technical specifications and standards
Information Technology - Personal Information Security Specification

Information Technology — Baseline for Classified Protection of Cybersecurity (MLPS 2.0), 1st December,2019

Chapter 7:Policy Administration

7.1 Policy Owner

As the policy owner, Security Team must review this Policy annually or as deemed necessary. Security Team should
engage experienced and knowledgeable resources to update this Policy if there are significant changes in Applicable

Legislation, or regulatory guidance, or changes in the products/services, Vendor relations management.
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7.2 Approval

CTO/CIO must approve this Policy and must review and re-approve this Policy every two years or as deemed
necessary.

This Policy may be modified or supplemented from time to time. The supplements may take the form of enhanced
policy requirements, additional limits and tolerances, or additional risk-related steps. So long as such supplements
are in furtherance of the principles and limits set forth in this Policy, and do not have the effect of reducing them,

they are permitted without prior CTO/CIO approval.

7.3 Resolution of Conflicts

All exceptions to this Policy must be approved by Security Team and CTO/CIO.
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